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Solaris Zones with OpenSolaris

e Solaris Zones Overwew

* How does it work
e Demo
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Solaris Zones Overview

Basic concept: isolated execution environment
within a Solaris instance

Resource, securit,'"‘ fault isolation

Lightweight, flexible, € F

One OS fc
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Solaris Zones Overview

* Virtualizes OS layer: file system, devices,
network, processes

 Provides:

outside zone

- Privacy: can't see
- Security: can't affe ivity outside zone

application failure in one zone

does -
. Light ient
* Deleg dministration

nanagement
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Solaris Zones Security

 Each zone has a security boundary

« Runs with subset of privileges(5)

« Compromised zo

pﬂVHegesqtﬁjn

affect

ne unable to escalate its

Ces are Isolated
1 a zone are unable to
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Resource Management

Combined with resource management,
zones provide a more complete isolated
environment

Zones can be bound to a resource pool to
Isolate their effectf N resources

itioned with
5INg the fair share

Resource on a zone as
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Solaris Zones

red zone (red.com) sun zone (sun.com) global zone
zone root: /zone/redzone zone root: /zone/sunzone (serviceprovider.com)

Apache 1.3.22. J2SE OpenSSH sshd 3.4 |Ogin Services

. . . (OpenSSH sshd 3.4)
enterprlse services web services
(Oracle 8i, IAS 6) (Apache 2.0, Tomcat) core services
core services core services (ypbind, automountd)
(ypbind, automountd) (Idap_cachemgr, inetd)

ce0:1 /red /usr /opt geO:1 ge0:2 | Jusr Jopt

zoneadmd zoneadmd

zone management
zonecfg(1M), zoneadm(1M), zlogin(1), ...

oo Kooed Storage
ce0 geO
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Solaris Zones with OpenSolaris

* ZFS integration
* Rename and Move

* Clone
» Config
. DTrac
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» Zones direct RM to build a pool on a
temporary basis.

Pool only setup when the zone boots
Pool must be dedicated to the zone it is serving

* With specification in zonecfg, pool settings
propagatéduring migrations

zonecfg:ex> add dedicated-cpu
zonecfg:ex:dedicated-cpu> set ncpus=1-8
zonecfg:ex:dedicated-cpu> set importance=50
zonecfg:ex:dedicated-cpu> end
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Solaris Zones with OpenSolaris

rctl aliases feature aids setting resource controls:

zonecfg:endzone> max-1lwps=500
zonecfg:endzone> cpu-shares=5
zonectig:endzone> scheduling-class=FSS
zonecfg:endzone> max-shm-memory=10M

$ zonecfg -z global
zonecfg:global> set cpu-shares=10
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Solaris Zones with OpenSolaris

zonecfg:
zonecfg:
zonecfg:
zonecfq:

zonecfq:
zonecfg:
zonecfq:
zonecfg:

zonecfg

endzone> set max-lwps=500
endzone> add dedicated-cpu

endzone:
endzone:

dedicated-cpu> set ncpus=1-5
dedicated-cpu> end

endzone> add capped-memory

endzone:
endzone:
endzone:
rendzone:

capped-memory> set locked=64M
capped-memory> set physical=128M
capped-memory> set swap=256M
capped-memory> end
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Solaris Zones with OpenSolaris

* Avallable today:.

— Linux zones on Solaris
« x86 only 4

—- Solaris 8 zones ¢
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Solaris Zones with OpenSolaris

» Zone Migration Enhancements
- “update on attach”

# cd /export/zones/u6

# tar xf ~/images/s/u4.tar

# rm SUNwdetached.xml

# zoneadm -z u6 attach -u

zoneadm: zone 'u6': The zone was not properly detached.
Attempting to attach anyway.

gg;gtggtg%il:;lgz 58 o FEIoRE Varies based on the migration

Remove 560 of 560 packages dglta (e.g._a S'r_'g_le patch
Installing 1889 files difference is minimal and
Add 609 of 609 packages fast)

Updating editable files

The file </var/sadm/system/logs/update_log> within the zone
contains a log of the zone update.
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Examples of uses

 Data center workload consolidation

» Software development
- Test vs. Production
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